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Privacy Threats  

Intercepted communication between user and 

service provider  

Malicious communication service provider  

Compromised accounts  

Malicious third party code 
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Current Methods  

Standalone messaging applications  
ïSilent Text  

ïChatSecure  

ïThreema  

ïTextSecure  

 

Another Similar System  
Mimesis Aegis  
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BabelCrypt  

 BabelCrypt provides a solution to these threats 
with a generic and application transparent 
system that handles both the encryption and 
decryption on the users side.  
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Goals 

Ensure that the user experience is not 

changed drastically . 

Underlying chat application should remain 

oblivious to the presence of the  encryption 

layer . 

Be independent of the speci°cs of the 

underlying application, or the service provider . 
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System Design  
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