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Privacy Threats 

Intercepted communication between user and 

service provider 

Malicious communication service provider 

Compromised accounts 

Malicious third party code 
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Current Methods 

Standalone messaging applications 
– Silent Text 

– ChatSecure 

– Threema 

– TextSecure 

 

Another Similar System 
Mimesis Aegis 
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BabelCrypt 

 BabelCrypt provides a solution to these threats 
with a generic and application transparent 
system that handles both the encryption and 
decryption on the users side. 
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Goals 

Ensure that the user experience is not 

changed drastically. 

Underlying chat application should remain 

oblivious to the presence of the encryption 

layer. 

Be independent of the specifics of the 

underlying application, or the service provider. 
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Demo 
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System Design 

Multiple Encryption Modes: 

Shared Secrets: PBKDF2 
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System Design 

Secure Communication Protocol: Off-the-

Record (OTR) 
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Usability 

Tested system on: 

Facebook Messenger 

WhatsApp 

Skype 

Tango 

WeChat 

Viber 

 

17 



BabelCrypt 
NEU SECLAB 

Usability 

Performance overhead: 150.1ms average with  

69.0 ms of standard deviation 
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Usability 

User Study on Usability of BabelCrypt 
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Summary 

We have seen that the current options are not enough 

to defend against all threats. 

For most users, threats do not seem significant 

enough to change their habits. 

BabelCrypt is proposed as a system that will 

transparently protect the user. 

BabelCrypt can work with arbitrary security protocols 

without disturbing users. 
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Thank You! 
 

Any questions? 
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